Introduction to Cryptography: Homework 2

1. Let p beaprime number such that p-1=p:=p.°2..pc™ (Vi, piisprimeand e> 1).

Provethat geZ, isagenerator if and only if for all 1 <i < m it holds that
gPYP 1 modp. (33 points)

2. The purpose of this exerciseisto find an efficient algorithm for computing
discrete logarithmsin Z, , where pis prime and p=2"+1.
The discrete logarithm problem is the following:
Input: aprime p, agenerator g of Zp*, and avaueyin Zp*.
Output: x s.t. g“=y modp.

Let x=bn.12"+ b,22"%+...+b12'+b, be the binary representation of x.

a. Show how to find the least significant bit (bo) of x (given g,y). (7 points)
b. Set z=y-g™, and show how to useit to find the bit b;. (20 points)
Hint: thereis an integer i such that z=g***"*, Recall also that e=p-1=2"iis
the smallest exponent s.t. g°=1 mod p. Use these facts to find by,
c. Show how to find the complete binary representation of x. (20 points)
d. Explain why this method is only good for a prime modulo p that satisfies
p=2"+1. (6 points)
Note: this algorithm can be generalized for any Z,” for which p-1=p,*'p*%.. "™,
al p; are small primes, and the factorization of p-1 isknown. (Thereisnot need to
provethisfact.)

3. Let p be aprime number. Supposethat g is a generator of Zp* and let b=g' for an
exponent 0 <i < p-2.
a.  Show that the order of bis(p-1)/gcd(p-1,i)(17 points)
b. Show that the number of generatorsin Z, is ¢(p-1). (16 points)



